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SCEP

System Center 2012 Operations Manager
Protection (SCEP) Operations Manager

System Center 2012 Operations Manager

System Center Endpoint
SCEP

System Center 2012 Operations

Manager Linux SCEP
SCEP 4.5.10.1
45.9.1 05/16/2012
4.5.10.1 11/06/2012 Linux
4.5.10.1
System Center Endpoint Protection 4.5.10.1
° Linux

- Red Hat Enterprise Linux Server 5
- SUSE Linux Enterprise 10
-CentOS 5 6
- Debian Linux 5 6
- Ubuntu Linux 10.04 12.04
- Oracle Linux 5 6
System Center 2012 Operations Manager Service Pack 1

Operations Manager 2007 R2 (http://go.microsoft.com/fwlink/?Linkld=90676)

System Center 2012 Operations Manager 2007 R2

x86

x64

Red Hat Enterprise Linux Server 5? 6

SUSE Linux Enterprise 10? 11

CentOS 5?7 6

Debian Linux 5? 6

Ubuntu Linux 10.04? 12.04

Oracle Linux 5? 6

e System Center Operations Manager 2007 R2 Cumulative Update 5
(http://support.microsoft.com/kb/2449679)

SCEP System Center 2012 Operations Manager 2007 R2
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ID

Microsoft.Linux.Library Linux 6.1.7000.256
Microsoft.SystemCenter.InstanceGroup. Library 6.1.7221.0
Microsoft.SystemCenter.Library 6.1.7221.0
Microsoft.SystemCenter.WSManagement.Library WS 6.1.7221.0
Microsoft.SystemCenter.DataWarehouse. Library 6.1.7221.0
Microsoft.Unix.Library Unix 6.1.7000.256
Microsoft.Unix.Service.Library Unix 6.1.7221.0
Microsoft.Windows.Library Windows 6.1.7221.0
System.Health.Library 6.1.7221.0
System.Library 6.1.7221.0

/etc/opt/microsoft/scep/scep.cfg SCEP Web System Center 2012 Operations
Manager  Linux SCEP 'scom_enabled’ 'scom_enabled =
yes' Web [ 1>1[ ] > [Daemon ] >[SCOM ]
SCEP

Microsoft. SCEP.Linux.Library.mp

Microsoft. SCEP.Linux.Application.mp

SCEP

Administration
8 Administration

Management Packs (63)

Operations Manager

\..{nLookfor: I

&, Connected Management Groups
Eﬂ Device Management

Mame

'5"__5 Application Log Library

% Baselining Tasks Library

'35 Client Monitoring Internal Library
*53 Client Monitoring Library

f?n Agent Managed

|_-}_.. Agentless Managed
3‘@ Management Servers
2? Network Devices

li; Pending Management
|_'j Unix/Linux Servers

‘53 Client Monitoring Views Library

'35 Data Warehouse Library

2 Wg‘ Default Management Fack

l_-IT P; y - *53 Distributed Application Designer Library
= ‘53 Health Internal Library

‘% Health Library

1. [ ] [Administration]

2. [Management Packs]

3. ] [Add]

4. [Online Catalog Connection] [Yes]

5. (Microsoft.SCEP.Linux.Application.mp
[Install]

Operations Manager 2007

‘3{ Client Monitoring Overrides Management Pack

[Import Management Packs...]
[Add from disk...]
Operations Manager

Microsoft. SCEP.Linux.Library.mp)

(http://go.microsoft.com/

fwlink/?Linkld=142351)
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*.mp

B 1 L e v
52 Network Devices
i Pending Management
: Unix¢/Linux Servers
3? Management Packs
=] Motifications
= Channels
E't Subscribers
LZ] Subscriptions
LF Product Connectors
A Internal Connectors
% Run As Configuration
@ Accounts
r% Profiles
(5 Security
B User Roles
@J, Settings

Discovery Wizard...

Discovery Method Define discovery criteria
Certificate Status

Click Add to add a computer or an IP address range. Select a list entry to change or remove it.
Select Computers to Manage

Summary, qEAdd... 7 Edit.. 3¢ Remove

Discovery Scope SSH Port | Credentials
| | |

Define discovery criteria

Define discovery criteria

This information is used by Operations Manager 2007 to discover computers and to
run commands on them.

—Discovery scope
" |P address: I : : .

" DNS name: I

{* Addressrange: [ 10 . 1 .121.13 | = [10. 1 .121. 16

—Credentials
User name: II'OOT [¥ This is a superuser account
Password: I"“" peration. The

Confirm password: I...... system. Only do this

Root password: I
[~ Secure Shell (SSH) |
1. [Administration] ( [ ] ) [Discovery wizard...] (
)
2. [Unix/Linux computers] [Next]
3. [ ] [Add]
4, IP [Address range] SSH [Credentials] System Center 2012
Operations Manager
5. [OK] [Discover]
6. /
Linux Linux Linux Microsoft
(http://technet.microsoft.com/en-us/library/dd789016.aspx)
SCOM Linux 8 Operations Manager Linux
( Linux ) Linux
Linux ( ) scep_daemon ( )
SCEP 8 SCEP

[ 1( SCEP )


http://technet.microsoft.com/en-us/library/dd789016.aspx
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Unix

1. [Administration] ( ) [Run As Configuration] > [Accounts]

2. [Actions] ( [ ] ) [Create Run As
Account...]

3. 1 [Basic Authentication] ( [Run As Account type] )

4, [Unix Privileged
Account] ( [Run As Configuration] > [Profiles] ) [Properties]

L m g e e
'ﬂ‘ Management Packs
4] Notifications & Data Warehouse Account If spedified, this account is used to run all Data Warehouse collection

f Chann.els §4 Run As Profile Wizard
L_:l Subscribers

s Connected Management Group Account This profile determines which credentials are used to test connectivity

=] Subscriptions

I‘l-? Product Connectors '.d-_ Run As Accounts
L0 Internal Connectors . w
'ﬁ? Run As Configuration
@ Accounts Introduction
&& Profiles .
E?}I Security Generzl Properties Add Run As accounts
User Rol
@ ;%mnsgesr ol LR Add a Run As account to this Run As profile. Additional Run As accounts can be added to manage spe
» :
» Completion groups, or abjects.
Run As accounts: diaMd ‘/‘ Ed
Accourt Name | Association | Used For | Class | Path
[cTunIx Class Alltargeted objects  Entity

System Center 2012 Operations Manager 2007 R2
(http://go.microsoft.com/fwlink/?Linkld=160348)

[Monitoring] > [System Center Endpoint Protection Linux] > [ SCEP
Linux ( )

SCEP

Microsoft. SCEP.Linux.Application.LNG.mp and Microsoft. SCEP.Linux.Library.LNG.mp

System Center 2012 Operations Manager

1 Windows [ ] [ ]
2. | ] [ ]
3. [ 1 Unicode [ 1

SCEP
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Operations Manager SCEP System Center Endpoint
Protection Linux

° - SCEP
. - [ SCEP 1 1 ]
° SCEP - Linux
. SCEP - Linux
° -
System Center 2012 Operations Manager SCEP SCEP
Operations Manager [Monitoring] > [System Center Endpoint Protection Linux] > [

SCEP | SCEP [ ]

@) Healthy

Y Warning

] Critical

) Not monitored

Operations Manager [ 1 1 1 1 ]
Essentials (http://go.microsoft.com/fwlink/?

Linkld=91983)

Operations Manager 2007
SCEP 17

e 9 -
o 2 -
e 6 -

Operations Manager 2007 R2 ( System Center 2012 Operations Manager
F1 )
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Monitoring HAE SCEP F{fERE @ Actions

= ‘-g Monitoring 4 Look for: I Find Now Clear % || state Actions

[828] Unibe/Linue Servers

= = = =
[_d Agentless Exception Manitoring State X | Name () %Egﬁm |@ %Egﬁﬁﬁ |@ %gﬁﬁﬁﬁ:ﬁ @ _Hrﬁzlgllgflorer forz
L& Microsoft Audit Collection Services E
o Lg Nt Doiice 1\ Warning  zavadsky-rhels-x64 (¥) Healthy () Healthy \‘_/) Healthy &7 Start Maintenance M
#22] Network Devices State M\ Warning  zavadsky-sles11sp1-x86 () Healthy () Healthy () Not monitared :
Ld Operations Manager /0 Warning  zavadsky-rhel5-x88 (¥) Healthy () Healthy (¥) Healthy

L3 Syrthetic Transaction

Bl [ System Centter Endpoint Protection Linux
& TretE

B SCEP A=Ak 88

vﬁ Health Explorer for zavadsky-rhel6-x64

i @ Reset Health ;_‘F:r':ﬁlr:ulatr: Health B Properties (P Help

- . e
Wy Overrides =

A
SCEP R)a]
f] ;g-‘{& EFELR & Health monitors for zavadsky-rhel6-x64 Knowledge ~State Change Events (1) |
B [8 Unix/Linux Servers El- 1\ Entity Health - zavadsky-el6264 (Entity) Time + | From | To | Operational State
= '—E Linw Availability - zavadshkythel 6264 (Entity)

Linue Server State
Logical Disk State

{_) Corfiguration - zavadsky-thel6x64 (Entity)
J Peformance - zavadsky-thiel6x64 (Entity)

[£:5] Network Adapter State E_ﬁ Security - zavadshy-hel6x64 (Entity) K
gj Operating System Peformance E|J3 System Center Endpoint Protection for Linw -

=_.'J Physical Disk State

ﬁ] Red Hat Computers Diagram

ﬂ] SUSE Computers Diagram
L3 Health

() FFSP AR ENHE - zavadsky-helBx64
() RNEFRHEE - zavadsky-rhel6x64 (FiREEE
() s EHmeERS - zavadskythelbx64 (B
(v) BEREE SRR S (SRR ER - zavadshy-i

L3 Performance () BRI RS - savadsyhel | o
L3 Web Application (v) EEEEINE ARTEES IR EE - zavadshy

[d Windows Service And Process Monitoring | & 0\ FEEEERE - zavadskyhel6x64 (i Context: ﬂ

Date and Time:
Property Name Property Value
Status 1

e
l OutData 5

Show or Hide Views...

Additional Recovery Options:

Recovery Tasks:

i MESWEEEREIE

Linux
/var/log/scep/eventlog_scom.dat
8
8
( / )
Linux
/opt/microsoft/scep/shin/scep_daemon --status
8
- <=3
- >3 <=5
- > 5




Linux
/var/log/scep/eventlog_scom.dat
( )
Linux
scep_daemon
10
( )

(scep_daemon)

Linux

/opt/microsoft/scep/shin/scep_daemon --status

Linux

/var/log/scep/eventlog_scom.dat




( / )

/opt/microsoft/scep/shin/scep_daemon --status

Linux

status

/var/log/scep/eventlog_scom.dat
/opt/microsoft/scep/sbin/scep_daemon --

System Center Endpoint Protection for Linux

Linux

SCEP 7 Linux ( )
Linux /
Linux /

10




Linux /

Ping

Linux /

60

/var/log/scep/eventlog_scom.dat

60

60

11



Ping

( ) 60
95%
/
Linux ( ) 5% 60
SCEP Linux
Linux
Linux Linux /
Linux

12



[Properties]

Maintenance Mode

. - SCEP

. " - ( ) SCEP

13



0Object Properties

ﬂ FREM Linux SIFRES properties of zavadsky-rhels-

xb4

MName

Path

EiE D

R RimhR

B SRR
EEEENERTE
BlefinsE

AEETE R+
freETETESEAT (GMT)

R (F8)

i HEEEE (GMT)

FriERIRIR R (8

FriE STRERE (GMT)

A SERE AR (8

EETHNE

Pending Restart
Display Name

zavadsky-rhels-x64
zavadsky-rhels-x64
zavadsky-rhels-x64

4.5.3

13 days

Running

Enabled

6651 (20111122)
20111122 9 01:44:11
o]

Yes
zavadsky-rhels-x64

[System Center Endpoint Protection Linux] > [

Operations Manager

[Monitoring] >

( ( )
(30 )
( 3)
SCEP Linux
+
( ) =
( )
( ) ! /
C )
System Center Endpoint {300 SCEP
Protection (scep_daemon)
SCEP

14




Forefront Endpoint Protection
5%

) )

SCEP 13 [ ]
180 SSH BASH

[ ] [Monitoring] > [System Center Endpoint Protection Linux] > [ SCEP
]

FFRED Linux GBS Ta... o
T wmR

T bRl

G R SCEP TR

7 E#EE

3 EREEh scer BRTS
3 reik scer BRFE

T iRt

T EREE®

T isEmEiE

7 B

3 BrEh scer BRFE

T mEhmEE

T REEOREART

° - SCEP Linux
Linux

° - SCEP (scep_daemon)

° - SCEP (scep_daemon)

° - SCEP (scep_daemon)

. - Linux

SCEP

Operations Manager

SCEP
2012



SSHD SSH ( 22) System Center 2012 Operations Manager

Basic Authentication Run As Account ( Operations Manager [Administration] > [Run As
Configuration] ) Linux
Unix Privileged Account Unix

[Unix Action Account]

sudo
Linux SCEP /etc/sudoers sudo
userl
o
# User configuration for SCEP nonitoring - for a user with the name: userl
userl ALL=(root) NOPASSWD: /opt/ m crosoft/scx/bin/scxlogfil ereader -p
userl ALL=(root) NOPASSWD: /'bin/sh -c /sbin/reboot
userl ALL=(root) NOPASSVD: /bin/sh -c CONSOLETYPE=serial /etc/init.d/scep restart
userl ALL=(root) NOPASSWD: /bin/sh -c CONSOLETYPE=serial /etc/init.d/ scep start
userl ALL=(root) NOPASSVD: /bin/sh -c CONSOLETYPE=serial /etc/init.d/scep stop
userl ALL=(root) NOPASSWD: /bin/sh -c export LANG=C;if \[ -e /opt/mcrosoft/scep/sbin/
scep_daenmon \] ; then echo scep_daenmon installed; else echo scep_daenon unprotected; fi; kill -0
“cat /var/run/scep_daenon.pid 2>/dev/null” 2>/dev/null; if \[ $\? -eq 0 \] ; then echo scep_daenon
runni ng; else echo scep_daenon stop;fi ; /opt/mcrosoft/scep/sbin/scep_daenon --status; uptine
userl ALL=(root) NOPASSWD: /bin/sh -c /opt/mcrosoft/scep/sbin/scep_daenon *
userl ALL=(root) NOPASSVD: /bin/sh -c /opt/mcrosoft/scep/libl/scep_sci --scom*
userl ALL=(root) NOPASSWD: /bin/sh -c pkill scep_sci
userl ALL=(root) NOPASSWD: /bin/sh -c export LANG=C; kill -0 “cat /var/run/scep_daenon.pid 2>/
dev/null® 2>/dev/null; if \[ $? -eq 0 \] ; then echo scep_daenon running; else echo scep_daenon
stop;fi ; /opt/mcrosoft/scep/sbin/scep_daenon --status; uptine
# End user configuration for SCEP nponitoring
o
3 2
30
/
System Center 2012 Operations Manager
[ ] [Authoring] [Management Pack Objects] >
[Monitors] [ ] [Overrides]

16



Monitors

Object Discoveries
Overrides

Rules

Service Level Tracking
Tasks

Views

(N Wik Fell

1Monitoring Wizard...
wDistributed Application...
w Group...

B4 Configuration
228 Performance
= 153 security
¥y sCep Linux EIEABARERL
= ZRER Linux SR
=) 153 Entity Health
B 52 Availabilty
=253

B 15 Performance

= 153 Security

=) 153 System Center Endpoint Protection for Linux

Properties

O ERTHERSE

Aggregate Rollup

Aggregate Rollup
Aggregate Rollup Entity

Dependency Rollup Linux Computer

g Entity
Aggregate Rollup Entity
Aggregate Rollup Entity

Aggregate Rollup (Mot inherited)
SCEP Linux "EFA™... (Mot inherited)
SCEP Linux BIEERA...  (Notinherited)
SCEP Linux Z3/E8%...  (Motinherited)
{Mat inherited)

Health Lit

System C

Health Lit

Health Lit

Health Lil
Health Lit
Health Lit
System €
System €
System €
System C
System C

T overrides »

X

@ System Center Operat
Manager Help

&Y System Center Operal
Manager Online

(@ About Monitors
() AboutMonitors
(@ How to Createa Unit

(@ How'to Create a Depe
Rallup Maonitor

(@ How to Create an Agg
Rollup Monitor

EA] Linux EARES

Ping

Ping

3600

Linux

2012 Operations Manager

System Center

3600

Ping/Ping

28800

SCEP

Ivar/log/scep/
eventlog_scom.log

System Center 2012 Operations Manager

SCEP

28800

17



300

scep_daemon

28800
7 SCEP
7 7
Ivar/log/scep/ System Center 2012 Operations Manager
eventlog_scom.log
SCEP Ivar/log/scep/ System Center 2012 Operations Manager
eventlog_scom.log
95% Linux + )
5%
]
Monitor name: PERIsP R R i
Category: Security Health
Overrides target Class: F (REERY Linux (317R38
Qverride-controlled parameters: Show Meniter Fropertics..
Overmide | Parameter Name # | Parameter Type Default Value | Ovemde Value | Effective Value | Change Status
0 St on The monitor ... | The monitoris... | The monitor s... |[No e
=
=
=
[m] T T Tue
r o it Bools: T T Tue ge]
3 " SCEP BhsEinézds. . | Sting rtlog_scom dat| /vardog/sce... | Avar/og/scep... | [No change]
| fEAhEEE... | Integer 22800 22800 lo change]

(http://go.microsoft.com/fwlink/?Linkld=211463)
Operations Manager 2007

(http://go.microsoft.com/fwlink/?LinkID=142351)

(http://go.microsoft.com/fwlink/?LinkID=117777)
Operations Manager 2007

(http://go.microsoft.com/fwlink/?LinkID=165410)

(http://go.microsoft.com/fwlink/?Linkld=160348)

(http://go.microsoft.com/fwlink/?LinkID=165412)

(http://go.microsoft.com/fwlink/?Linkld=209940)

(http://go.microsoft.com/fwlink/?Linkld=209941)

o Essentials
(http://go.microsoft.com/fwlink/?Linkld=91983)
o SCOM 2007 R2 Linux

(http://go.microsoft.com/fwlink/?LinkID=117777)

(http://blogs.technet.com/b/birojitn/archive/2010/01/20/monitoring-linux-using-scom-2007-r2.aspx)

(http://technet.microsoft.com/en-us/library/dd789016.aspx)
o System Center 2012 - Operations Manager UNIX _ Linux

sudo

18
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http://technet.microsoft.com/en-us/library/dd789016.aspx
http://social.technet.microsoft.com/wiki/contents/articles/7375.configuring-sudo-elevation-for-unix-and-linux-monitoring-with-system-center-2012-operations-manager.aspx

(http://social.technet.microsoft.com/wiki/contents/articles/7375.configuring-sudo-elevation-for-unix-and-linux-monitoring-
with-system-center-2012-operations-manager.aspx)

Operations Manager System Center Operations Manager (http://
go.microsoft.com/fwlink/?LinkID=179635)
System Center Operations Manager Unleashed (http://opsmgrunleashed.wordpress.com/)

Operations Manager

o Operations Manager
(http://blogs.technet.com/momteam/default.aspx)

e Kevin Holman _ OpsMar
(http://blogs.technet.com/kevinholman/default.aspx)

° OpsMar
(http://thoughtsonopsmgr.blogspot.com/)

o Raphael Burri
(http://rburri.wordpress.com/)

e BWren
(http://blogs.technet.com/brianwren/default.aspx)

e System Center Operations Manager
(http://blogs.technet.com/operationsmgr/)

e Ops Mgr ++
(http://blogs.msdn.com/boris_yanushpolsky/default.aspx)

e System Center Operations Manager
(http://blogs.msdn.com/mariussutara/default.aspx)

° Microsoft.Unix.Library
(http://social.technet.microsoft.com/Forums/en-US/operationsmanagermgmtpacks/thread/8469d0ff-54d6-4cb4-9909-
49ah62126b74/)

19
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